NETFORT LANGuardian

TECHNOLOGIES

VMWare Installation Instructions

A detailed explanation of the installation
procedure of the LANGuardian VSX image to
install a LANGuardian virtual machine.

Installation instructions for VMWare player
Welcome to VMware Player

(] .10 server From the VMWare Player menu;
ﬁl Create a New Virtual Machine
Creak tual maching, which will then b H H i
e = select the option Open a Virtual Machine,

= browse the extracted LANGuardian directory and select the
Open a Virtual Machine LANGuardian .vsx file

©pen an existing virtual maching, which will then be
added to the tap of your lbrary,

LI

The LANGuardian virtual machine is initially powered down.

Upgrade to VMware Workstation

ﬂ et sbvanced eatures such as snapshots, = Select the Play virtual machine option (the LANGuardian
vecordfreplay, teams, developer tool ntegration, . .
and mare. virtual machine powers on and executes a boot sequence),
~% Help = On completion of the boot sequence, a logon screen with a

Wiew YWMware Player's help contents.

&

selection of low level configuration options is displayed on the

console.

Open Virtual Machine

Look i | £ LANGuardian [4) ¥ 02 @
Player
UL ANGUardian
& e an
My Fecent i
Dé"cu;?;?g achine @ Ubuntu 9,10 Server
willthen be

@

Desktop
".Js hich will then be
My Documents
g rkstation .
LANGuardian
shots,
by Computer | inkegration,
- State: Powered Off
ﬁg Fils name LNGusicin [~ o] 0S: FreeBsD
My Metwark, | Files of type: ‘VMware Canfiguration Files [7.vmx] ’il [ Cancel ] Eersin ok sinls S hillnaite

RAM: 652 MB

@ Play virtual machine

f Edit virtual machine settings




Configuration for VMWare player

4 LANGuardian - YMware Player Fie - v - Help -

user_membership is ok (8 records)
torrent_names is ok (12191 records)
resolv is ok (48 records)

identity _groups is ok (8 records)
sysload is ok (B records)

macinfo is ok (36 records)
Windows_update is ok (B records)
log_report_runtime is ok (B records)
system_login is ok (B records)
user_info is 0K, no action needed

NetFort LANGuardian CLI
Exit this program
Reboot NetFort LANGuardian
Shutdown NetFort LANGuardian
Set Management Interface (current: emB)
Set IP address/Mask (current:
Set Default Router (current: 192.168.127.1)
Set role (Manager or slave) (current: manager)
[=lavel Set Central Manager IP address (current:
PING machine

18) reset GUI password to 'Administrator’

11) Download Central Manager Rey

Please enter your choice:

192.168.127. 288,255 . 255.255. 8)

Having logged on to the console after installation,
you are presented with an installation menu which
will allow you to confirm an IP address that may be
used to access the LANGuardian management
interface.

= Select option 5, Set IP address/mask, to set
the IP address and required subnet mask.

= The LANGuardian virtual machine has a default
IP address of 192.168.127.200. Using option 5
to set the IP address and required subnet mask
sets this to an accessible IP address.

= Select option 6, Set Default Router, to set the
g default router/default gateway that the
LANGuardian will use to access the internet to
download the latest IDS rulesets and reports.

WMware Tools enables many Features and improves mouse movement, video and
performance, Log in to the guest operating system and click Install Tools,

Install Tools I { Remind Me Later I lNEver Remind Me

= Access the LANGuardian's web interface at

{TD direct input to thig virtual machine, press Clrl+&.
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(] Most visited @ Getting Started | Latest Headines | ] hitp://googleads.g.do.

) LaNGuardian Logon
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User Name  Administrator
Password | COCLTOOOTTRY)

Done

https://your_ip_address using the username and
password given below.
- username: Administrator

T - password: Administrator

< |- windows based netflow emulator

Tools  Help

hitps:/192.168.1 coi

- C il 7 |

[8] Most visted 4 Getting Started (5] Latest Headines | 7] htp:fjgongleads.q.do

/7 NetFort LANGuardian 8.3

/2 Do you want Firefox ko remember the password for "Administrator” on hitps://192.168.127.2007
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Security Add New Sensor

Sensor Interface

Bandwidth
Policy Local Sensors
Network Inventory 1, Sensor 1
Modules

Custom

Administration

(©) senzors

(©) Configuration

(©) shutdownReboot

Done
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Actions:
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Devics Summary Memory
& Memory pp— Sperify the amount of memory allocate to this virtual
e | —
{e=Hard Disk (1Df
(=)CDJoVD (IDE
T network Ada
@USE Conkrolled
BHvisplay Hardware: Explanation
(=" ard ik Add & hard disk, P2
(=) CofovD Drive 256 M8
EI Floppy Drive 1740 MB
T network Adapter s soe.)
@USB Caonkraller
&) Sound Card 32766 MB
@ parallel Port

D serial Port
virtual Printer
@Ganeric SCSI Device

Hardware Type

Whak type of hardware do you want to install M8

[ —
Device Summary Memmory
2 Memory p—— Specify the amount of memory allocated to this wirkual

- lkiple of 4 ME,

Hard Disk (DI
= . Network Adapter Type

%;D{DVD}((;:E what bype of network adapter do you want to add? ME
ebwork Ada

(@ usB controllg

EDisplay Mebwiark conneckion

(&) Bridged: Connected directly ta the physical network 2z Me

Replicate physical network connection state 256 MB

(D MAT: Used bo share the host's IP address 1740 MB
H this size.

(O Host-only: A private network shared with the host )
32768 MB
Device status

Connect at power on

< Back i Finish ‘ Cancel
ranual s JRCans
Device summarsy

# Processors 1

l=iHard Disk {IDE} & GE

'EjCD,I’D'u'D (IDE) Ising File C:\Daocuments and ...
I@Netwurk Adapter  Eridged

I@Netwurk Adapt... Eridged

I@LISEE Controller Present

EDisplay Auko detect

Mermory

Specify the amount of memory allocated to this wvirtual
machine, The memory size must be a multiple of 4 MB.

Memory For this virtual machine:

MB
LAY F
1843
& Guest O3S recommended minirum: 32 MB
& Recommended memary 256 MEB
& Maximum recommended memory: 1740 ME
{Memory swapping may occur bevond this size.)
Mazimum configurable memory: 32768 ME

Advanced configuration for VMWare
player

The LANGuardian has been preconfigured to have a local
sensor which will monitor traffic on your desktop or laptop.
If your VMWare host has a second network adapter, it can
also be used by the LANGuardian virtual machine as a local
sensor. At the LANGuardian virtual machine console under
the VM tab select the settings option. To add the network
adapter;

= Select Add,

= Select the network adapter from the list of hardware,

= Set the network connection to Bridged (this allows the
LANGuardian virtual machine to be directly mapped to
the physical interface).

= Click on Finish to complete.

There are now two bridged interfaces to the LANGuardian

Virtual machine. On the LANGuardian, you will need to edit
the existing local sensor to use the second network adapter
or add a second local sensor. To edit the existing sensor;

= Go to Administration — Sensors — Local Sensors page
= For sensor I, select Edit,

= Set the Sniffing Interface to em1 and click on save.

To add a new sensor;

= Go to Administration — Sensors — Add Sensor

= Set the Sniffing Interface to em1 and click on save.
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Sensors : Sensor 1 Settings

Security Sensor description
Bandwidth Sniffing interface
Policy Snaort enabled
Network Inventory Snort BFF traffic filter
Modules UL
Snoopy BPF traffic filter

Custom

Administration

Configuration
Shutdown/Reboot

Local subnets

Machines to ignare for overflows
Machines to ignare far portscans
Machines to ignare for blacklist
Machines to ignore for dns mx
Manitor for provied accesses
Report Categorised YWeb Accesses
Report All Web Accesses

Rate limit alerts

Record All Email Headers
Record All SMB Events

Record All M5 SQL Events
Record BifTarrent Events

Portscan Detectar {accessed more than i hosts in ¥ seconds)

SrereErs DMNS MX Requests Detector (fnore than X requests in'Y seconds)

Sensor 1

emi|

100,25

wolurme Overflow Detector (downloaded more than ¥ bytes in Y seconds) | 10000000 EO

100,10

10.0.0.0/8,182.168.0.0/16

Save

Administrg

<2 2:54 pM
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Sensors

Security Add Mew Sensor

Bandwidth Sensar Intertace

Policy Local Sensors

Network Inventory 1, Sensar 1 emi

Modules 2, Sensar 2 eml

Custom

Administration
Sensors
Configuration
Shutdown/Reboot

Actions

Edit | Delete |IDS Settings | Signatures

Edit | Delete |IDS Seftings | Signatures:
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Contact Technical Support

Email: support@netforttechnologies.com
Tel Ireland: +353 (0) 91 520 501

Tel UK: +44 (0) 207 060 2850

Tel US: +1 646 924 0732
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