SANETFORT

A TECHNOLOGIES

Support Features Matrix for LANGuardian Traffic Analysis Module

NetFort Technologies

NetFort Technologies LANGuardian is an all-encompassing solution that provides an accessible, clear and concise overview of network activity throughout
an organisation. Finite visibility of user behaviour by capturing and analyzing raw data through DPI (Deep Packet Inspection) allows detailed real-time
reporting on the source of any network anomalies. This powerful capability is the cornerstone of LANGuardians success as a centrepiece for indepth analysis of
network behaviour, placing NetFort one step ahead of it's competitors as a total network analysis and security solutions provider.

Traffic NetFlow V5 Sflow IPFIX
Flow Data
IP Flow Logging Yes Yes Yes Yes
Ethernet Flow Logging Yes No No No
Proxy Flow Logging Yes No Partial No
TOS Logging Yes Yes Yes Yes
TCP State Tracking Yes Yes Partial Partial
Alert Data
Portscans Yes Yes Yes Yes
Netscans Yes Yes Yes Yes
Volume Overflows Yes Yes Yes Yes
DPI Alerts
MS Filename Detection Yes No No No
New MAC Address Yes No Partial No
Website Access Logging Yes No No No
Domain Watchlist Yes No No No
DNS Spam Detection Yes No Partial No
URI Logging Yes No Partial No
Network Inventory
Service Resolution Yes No Partial No
OS Resolution Yes No Partial No
DNS Hostname Resolution Yes No Partial No
SMB Hostname Resolution Yes No Partial No
Misc
Identify Module Support Yes Yes Yes Yes
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