
P2P File-Sharing & Copyright Infringement: A 

practical approach to protecting your campus 

network and reputation .





P2P Definition 
Peer-to-peer is a type of Internet network allowing a group of

computer users with the same networking program to connect with

each other for the purposes of directly accessing files from one

another's hard drives.
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What is the significance of P2P?
1. What does Protect your campus network mean?

Keeping the network running efficiently and fairly.

Avoiding disproportionate bandwidth consumption.

Avoiding unintentional data leakage.

2. What does Protect your reputation mean?

Monitoring copyrighted material transferred via P2P protocols. 

Avoiding exposure and embarrassment.

Being aware of what is happening on the network.



Legal Basis

ÅThe Betamax Decision - holds that copying technologies, such as P2P

applications, are not inherently illegal if substantial non-infringing use can be

made of them

ÅGrokster Decision - ñAlthough file sharing tools can be used illegally, the

file sharing software itself is not illegal, nor is the general activity of file

sharing.òP2P allows for the sharing of open source software, public domain

files and out of copyright works

ÅThe Napster Case - deliberately marketed as a medium for distributing

audio files without permission from copyright holders

Sources:

Betamax Decision - http://en.wikipedia.org/wiki/Sony_Corp._v._Universal_City_Studios

Grokster Decision - http://en.wikipedia.org/wiki/MGM_Studios,_Inc._v._Grokster,_Ltd

Napster Case - http://en.wikipedia.org/wiki/A%26M_Records,_Inc._v._Napster,_Inc.

http://en.wikipedia.org/wiki/Sony_Corp._v._Universal_City_Studios
http://en.wikipedia.org/wiki/MGM_Studios,_Inc._v._Grokster,_Ltd
http://en.wikipedia.org/wiki/A&M_Records,_Inc._v._Napster,_Inc


Sample DMCA Notice



What Our Customers Are Experiencing

ÅWe have observed an increase in DMCA notices for all of our customers

ÅBittorrent being most popular P2P protocol and it is evident everywhere

ÅLarge volumes of traffic on Internet links 

It has become easy to download

content and the Piratebay court

case has increased the awareness

of P2P and Bittorrent



Torrent File Downloads



What is The P2P Problem
More inbound than outbound traffic



What is The P2P Problem Near 100% outbound utilization



Its Just Traffic, Whereõs The Difficulty?
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How Sharing Happens

Å

Peer
( Me)

http
( site)

A

B

Å

SHA 1

Å
Å

Peer
( 2 )

Peer
( 3)

Peer
( 4)

Å

Info hash


