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P2P Definition

Peer-to-peer is a type of Internet network allowing a group of
computer users with the same networking program to connect with
each other for the purposes of directly accessing files from one
another's hard drives.
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What is the significance of P2P?

1. What does Protect your campus network mean?
Keeping the network running efficiently and fairly.
Avoiding disproportionate bandwidth consumption.
Avoiding unintentional data leakage.

2. What does Protect your reputation mean?
Monitoring copyrighted material transferred via P2P protocols.
Avoiding exposure and embarrassment.
Being aware of what is happening on the network.
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Legal Basis

AThe Betamax Decision - holds that copying technologies, such as P2P
applications, are not inherently illegal if substantial non-infringing use can be
made of them

AGrokster Decision - fAlthough file sharing tools can be used illegally, the
file sharing software itself is not illegal, nor is the general activity of file
sharing.0 P2P allows for the sharing of open source software, public domain
files and out of copyright works

AThe Napster Case - deliberately marketed as a medium for distributing
audio files without permission from copyright holders

Sources:

Betamax Decision - http://en.wikipedia.org/wiki/Sony Corp. v. Universal City Studios
Grokster Decision - http://en.wikipedia.org/wiki/MGM _Studios, Inc. v. Grokster, Ltd
Napster Case - http://en.wikipedia.org/wiki/A%26M_Records, Inc. v. Napster, Inc.
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Sample DMCA Notice
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Comaoast Cable

Customer Security Assurance
701 East Gate Drive, 3rd Floor
Mount Laurel, NJ 08054

(comcast.

Not ¢ Digital Millennium Copyright Act
Abuse Incident Number: NADDDOOOS381549
Report Date/Time: Wed, 17 Dec 2008 02:10:31 -0500
JOHN APRIGLIANO

Dear Comcast High-Speed Internet Subscriber:

Comcast has received a notification by a copyright owner, or its suthorized agent, reporting an alleged
infringement of one or more copyrighted works made on or over Comcast’s High-Speed Internet service
(the “Service™). The copyright owner has identified the Internet Protocol (“IP") address associated with
your Service account at the time as the source of the infringing works. The works identified by the
copyright owner in its notification are listed below. Comcast reminds you that use of the Service (or any
part of the Service) in any manner that constitutes an infringement of any copyrighted work is a violation
of Comeast's Acceptable Use Policy and may result in the suspension or termination of your Service
account.

If you have any questions regarding this notice, you may direct them to Comcast in writing by sending a
letter or e-mail to:

Comcast Customer Security Assurance

Comcast Cable Communications, LLC

701 East Gate Drive, 3rd Floor

Mount Laurel, NJ 08054 US.A,

Phone: (888) 565-4329

Fax: (856) 324.2940

E-mail: dmca@comcast.net
For more information regarding Comcast's copyright infring policy, prc , and contact
information, please read our Acceptable Use Policy by clicking on the Terms of Service link at
hitp://www.comcast.net.

Sincerely,
Comcast Customer Secunity Assurance
Copyright work(s) identified in the notification of claimed infringement:

Infringing Work: Cadillac Records

First Found: 11 Dec 2008 10;52:03 EST (GMT -0500)

Last Found: 11 Dec 2008 10:52:03 EST (GMT -0500)

IP Address: 24.99.11.44

IP Port: 17468

Protocol: BitTorreat

Torrent InfoHash: 873ADFA68327BCDEN62TDEBFF2AEG8AB28581011
Containing file(s):

Cadillac. Records. CAM. X VID-CAMERA torrent (747,864,187 bytes)
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What Our Customers Are Experiencing

AWe have observed an increase in DMCA notices for all of our customers
ABittorrent being most popular P2P protocol and it is evident everywhere

ALarge volumes of traffic on Internet links

It has become easy to download
content and the Piratebay court
case has increased the awareness

Share and download of P2P and Bittorrent
huge software

d video fil
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Torrent File Downloads

1 torrents thepiratebay. org {3902103/Good_Will_Hunting.aw.3902103.TPB torrent

1 www thezeitgeistmovement.com /ZEITGEIST MOVEMENT GUIDE_DVD - NTSC torrent

1 torrents. aelitis.com:88 ftorrents/Azureusd 1.0 4 jar torrent

1 www torrentportal.com {download/1784567/download aspire 5315 xp drnivers_torrent

1 www torrentportal .com {download/1784567/download+aspire+5315+xp+drivers_torrent

1 torrents thepiratebay. org {4662902/Gran.Torino 2008 DvDRIp-FxM 4662902 TPB torrent

1 torrents thepiratebay. org 4701769/Hot_25 Rap Tracks 2009-02-07 Billooard 4701769 TPB torrent
1 torrents thepiratebay org {4731362/Beyonc__ 4731362 TPB .torrent

1 torrents thepiratebay. org {4407959/Heroes SO3E00. HDTV XwiD-XOR _avi 4407959 TPB torrent
1 torrents thepiratebay. org {4409746/Heroes S03E01 . HDTV XnD-0TV_an. 4409746 TPB torrent
1 torrents thepiratebay org {4409762/Heroes S03E02 HDTV XwnD-X0OR. av 4409762 TPB torrent

Sample Torrent file downloads on a University network over a 5 hour period
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More inbound than outbound traffic

Internet Bandwidth Utilization
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What is The P2P Problem

Near 100% outbound utilization

Internet Bandwidth Usage
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| t s Just Traffi1l c,

ANo well known servers to monitor

ANo well known ports to monitor. Ports are
negotiated by peers

AIDS signatures can detect peer startup, but
don't yield enough information

ANeed to follow the protocol
ABitTorrent is most popular protocol, lets look
at that
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BitTorrent in 5 bullet points

A The Torrent file describes some Extractfrom Torrent File
media available for sharing '7.0-RELEASE-i386-disc2.iso’
: ; 'length'=>'728487936),
A Torrgnt files do not cgntaln any ‘announce' => 'http://torrents.freebsd.org:8080/announce),
media content (the piratebay ‘pieces’ =>
defence) '"AV\'AO~N\xfeN\xdOu\xdfo\x97\xc2AD\xab\x8aAGAX

A Trackers know peers that have
media available for sharing

A Tracker introduces peers for media
sharing

A Peers shares pieces of the file
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How Sharing Happens

APeer obtains Torrent file
APeer reads Torrent, generates info_hash (SHA-1 hash of torrent file)

> htt
P | \
> (site)
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