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Safeguarding your Organisation against Vulnerability by Tracking Internal File Share Events

NetFort LANGuardian introduces Microsoft™ FileShare Monitor for Total User Behaviour Visibility

In today's business world, an accessible IT infrastructure is necessary to ensure all company departments, co-workers and user groups can work

in harmony to strategically align and optimize business functionality and efficiency. The focal point of this accessibility is the capacity to share vital
data across different business functions and departments which requires granting permissions to a variety of users across a network to access,
read from and write to files.

However, the risks attached to enabling users in this fashion can be damaging, leaving the network susceptible to activity that may cause data
leakage or loss of confidential information. Quite often, the most damaging activity on a network is carried out by the user mistakenly, rather
than maliciously. In order to enable organisations to safeguard file servers against susceptibility, NetFort Technologies pioneer product
LANGuardian now incorporates the Microsoft™ File ShareMonitor module offering unprecedented visibility into user activity across file shares.

HOW DOES MICROSOFT™ FILE SHAREMONITOR WORK? A VIEW OF NETWORK ACTIVITY REPORTS

LANGuardian spans the network and captures traffic using deep packet
inspection (DPI) technology to extract data from the Microsoft™ Server Message
Block (a client-server, request-response protocol). To this end, all network traffic
is mirrored and inspected and events relating to files and shares activity are
delivered directly to an event database for real-time reporting.

The following are examples of the Network Activity reporting methods available
through Microsoft™ File ShareMonitor Module;

M Search by Filename

Generates a list of all files accessed over the network using Microsoft SMB
protocol, ranked by number of accesses. Filter by filename (supports regular
expression: e.g xIs$) or access type (map, read, write, delete, rename). Drilldown

to show a ranked list of files accesses, classified by client system.
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H Top MS Servers (by Events)

Generates a list of all systems serving files over the network using Microsoft
SMB protocol, ranked by number of file access events. Filter by sensor, server,
client and file action (map, read, write etc). Drilldown to a ranked list of files
served, classified by client system, or drilldown to Sessions report.

HOW DOES LANGUARDIANS MICROSOFT™ FILE SHAREMONITOR
PROTECT YOUR VALUABLE NETWORK ASSETS
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to the event. Who performed the action on the file? What events were
performed on the shared file? Where on the network this occured? When exactly

did the event occur? H Top MS Clients (by Events)

Generates a list of all systems accessing files over the network using Microsoft
SMB protocol, ranked by number of file access events.Filter by sensor, server,
client and file action (map, read, write etc).Drilldown to a ranked list of files served,
classified by client system, or drilldown to Sessions report.

B | everage existing IT infrastructure investment through capacity management.
Areas on the network that are subject to resource abuse or are, for inexplicible
reasons, creating a drain on bandwidth are reviewed, enabling corrective

action to take place and cutting costs of investing further in IT. B Top MS Servers (by Bandwidth)

Generates a list of all systems serving files over the network using Microsoft SMB
protocol, ranked by bandwidth consumed. Filter by sensor, server and client.
Drilldown to a ranked list of files served, classified by client system, or drilldown

to Sessions report. Output is similar to Top MS Servers (by Events) as shown above.

W Microsoft™ File ShareMonitor module enables total traceability and
accountability within an organisation.
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B Top MS Clients (by Bandwidth)

Generates a list of all systems accessing files over the network using
Microsoft SMB protocol, ranked by bandwidth consumed. Filter by sensor,
server and client. Drilldown to a ranked list of files served, classified by
client system, or drilldown to Sessions report. Output is similar to Top MS
Clients (by Events) as shown above.
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B User Search by Filename

Generates a list of all files accessed over the network using Microsoft SMB
protocol, ranked by number of accesses.Filter by user, filename (supports
regular expression: e.g .xIs$) or access type (map, read, write, delete,
rename). Drilldown to show a ranked list of files, classified by the user.

H Top MS Servers (by Bandwidth)
Generates a list of all systems serving files over the network using Microsoft

SMB protocol, ranked by number of file access events. Filter by sensor, server,

user and file action (map, read, write etc). Drilldown to a ranked list of files
served, classified by user, or drilldown to User Sessions report.

H Top MS Users (by events)
Generates a list of all Users accessing files over the network using Microsoft

SMB protocol, ranked by number of file access events. Filter by sensor, server,

user and file action (map, read, write etc). Drilldown to a ranked list of files
served, classified by user, or drilldown to Sessions report.
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H Top MS Servers (by User Bandwidth)

Generates a list of all systems serving files over the network using Microsoft
SMB protocol, ranked by bandwidth consumed. Filter by sensor, server and
user. Drilldown to a ranked list of files served, classified by user accessing
files, or drilldown to Sessions report. Output is similar to Top MS Servers

(by Events) as shown above)

M Top MS Users (by Bandwidth)

Generates a list of all users accessing files over the network using Microsoft
SMB protocol, ranked by bandwidth consumed. Filter by sensor, server and
user. Drilldown to a ranked list of files served, classified by user, or drilldown
to Sessions report.
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Safeguarding your Organisation against Vulnerability by Tracking Internal File Share Events

HOW ARE OUR CUSTOMERS MAKING MICROSOFT™ FILE SHAREMONITOR
WORK FROM THEM?

“We've found that the majority of our network performance issues are
caused by network users. This is where LANGuardian plays a strong role
in costs and time savings for us. We plug it in and begin troubleshooting
immediately. Within minutes we can find the source of the issue.”

IT Manager, Leading European Mobile & Telephony Communications
Provider

“Our organisation had major problems with network latency on certain
parts of the network, affecting some of our branch offices and slowing
down productivity among employees. We tried everything to find out
what was causing the problem. We even went as far as hiring
independent consultants to carry out some analysis work to detect the
cause of the problem but to no avail. Finally, we decided to try
LANGuardian. Using the File ShareMonitor component of LANGuardian,
we discovered what the root of the problem was. This is the most cost
effective and rapid piece of troubleshooting work we have ever done.”

Senior Network Consultant, Public Service Sector, Ireland

Corporate Headquarters
NetFort Technologies Unit 7
IDA Innovation Centre 280 Madison Avenue,
Upper Newcastle #912 - 9th Floor,
Galway New York,

Ireland NY 10016.
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