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Accelerate Code of Connection (CoCo) Compliance with NetFort 
LANGuardian
The LANGuardian o�ers intuitive, easily understood coverage of many areas of the 
set of security standards that form the Code of Connection

WHAT IS THE CODE OF CONNECTION?

WHY NETFORT TECHNOLOGIES LANGUARDIAN?

“The Code of Connection has been established to ensure that shared 
systems and services are e�ectively used between Local Authority and 
Government organizations in the UK. The sole objective of the standard 
is to promote trust between communities by ensuring that a set of 
standards based on technical policy are adhered to. 

The set of standards de�ned within the code cover all areas of security to 
prevent potentially devastating incidents such as the leakage of sensitive 
data from local authorities and the prevention of unauthorized access to 
property (intellectual and physical).”

KEY COVERAGE AREAS FOR COCO COMPLIANCE STANDARDS

1. 

2. 

3. 

4.

5. 

6.

7. 
             

 a. 

              b.  

NetFort Technologies delivers an industry-leading, comprehensive 
solution that focuses on monitoring user activity inside and around the 
perimeter of IT infrastructures. 
 The LANGuardian has become a heavily relied-upon IT resource  across 
much of the UK and Irish public sector a�ording NetForts  Technical 
Services Team broad experience, working closely with  a large number 
of councils in both the UK and Ireland.
NetFort has received a high level of recognition from both a  technology 
perspective and a customer service perspective for  many of its deployed 
solutions, across local authorities and  councils throughout the UK and 
Ireland.
 The LANGuardian delivers cost advantages and business assurance in 
helping organizations to maintain an enforced state  of compliance with 
high levels of return on investment. 

NETFORT LANGUARDIAN & COCO COMPLIANCE

The LANGuardian o�ers intuitive, easily understood coverage of many 
areas of the set of security standards that form the Code of Connection. 
The composite view of security standards-based elements is available via 
a customizable, multiple dashboard. 
Drag and drop elements pertinent to the code can be placed in order of 
priority on the dashboard, simplifying compliance and audit management.
Immediately access data in the form of reports generated enables easy 
validation of compliance with the council.

The LANGuardian allows for the creation of multiple dashboards or tabs. 
These dashboards can be con�gured to focus on speci�c requirements 
like CoCo or they can also be assigned to logical groups within the 
organization.

The LANGuardian tra�c analysis engine which accepts raw tra�c and 
�ow data allows you to focus on CoCo elements like �rewalls.  The report 
(2) above shows tra�c which is inbound through the �rewall.

CoCo element 2.9 deals with Intrusion Detection Systems (IDS) and the 
LANGuardian includes the Snort IDS application. The LANGuardian GUI 
allows for quick and easy tuning of IDS events.

CoCo element 2.11 deals with proxies and Internet activity.  LANGuardian 
trends allow for the mapping of tra�c against time so that you can spot 
unusual tra�c patterns. If unusual activity is observed further info can be 
gained by clicking on the trend graph and drilling into user – protocol – 
application detail.

The LANGuardian includes a proxy tra�c decoder engine. This allows for 
the passive monitoring of Internet activity which is routed through proxy 
servers. Reports in this section can include ‘Top Clients’, ‘Top Downloads’ 
and ‘Top Sites Accessed’

CoCo 2.13 deals with unauthorized application access and sensitive �les. 
The LANGuardian ‘Network File Share Monitor’ allows for the 
passive monitoring of documents as they move across the network. 
Custom reports can be created to focus on sensitive folders which may 
contain HR or �nancial data.

Item 2.20 deals with content analysis and mentions the checking of all 
incoming/outgoing tra�c at the network boundary. The LANGuardian 
will check this tra�c and report on issues like:
               
 Spyware infected machines
                     
 Users downloading inappropriate or suspicious content 
                     from the Internet. The example shown shows a user 
                     downloading torrent �les which are known to  be associated 
                     with P2P applications.
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